
©  2023 VMware, Inc.

VMware vSphere 
Certificate Management
Concepts, Introduction, and Q&A

Bob Plankers
Cloud Infrastructure Security & Compliance, VMware
June 2023



©  2023 VMware, Inc.

Disclaimer

This document is intended to provide general guidance for organizations 
that are considering VMware solutions. The information contained in this 
document is for educational and informational purposes only. This 
document is not intended to provide advice and is provided “AS IS.” 

VMware makes no claims, promises, or guarantees about the accuracy, 
completeness, or adequacy of the information contained herein.

Organizations should engage appropriate legal, business, technical, and 
audit expertise within their specific organization for review of 
requirements and effectiveness of implementations.



©  2023 VMware, Inc. 6

Agenda Introduction to TLS, Certificates, and Trust
What do we think certificates really do for us?

Certificates Inside vSphere
How does vSphere consume certificates?

Resources
Links to Cloud Infrastructure security materials

Questions + Answers
Real questions we get, and how we answer them
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Introduction to TLS, 
Certificates, and Trust
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How Do You Exchange Keys With Someone You Don’t Know?
How do you agree on a secret?
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Public-Key Cryptography
Secure Communications With Someone You Cannot Talk To First

Alice Bob

Alice
Private Key

Alice
Public Key

Bob
Private Key

Bob
Public Key

“Hey Bob, I know the ingredients to the secret
sauce on your favorite hamburger.”

Alice encrypts with
Bob’s Public Key

Bob decrypts with
Bob’s Private Key
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Public-Key Cryptography
Secure Communications With Someone You Cannot Talk To First

Alice Bob

Alice
Private Key

Alice
Public Key

Bob
Private Key

Bob
Public Key

“I would have never guessed that it’s just 
Thousand Island dressing. Thanks!”

Bob encrypts with
Alice’s Public Key

Alice decrypts with 
Alice’s Private Key
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Certificates Enable Transport Layer Security (TLS)
They contain the public key and other information to establish “trust”

Domain name

Alternate names

Organization

Issuing Certificate 
Authority

Issue Date

Expiration Date

Public Key

Digital Signature by the 
Certificate Authority



©  2023 VMware, Inc. 12

Not 
“Let’s Trust”
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Opinion, 
not fact
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Opinion, 
not fact
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ANSWER

QUESTION

Actually… TLS doesn’t use public keys for 
most of its transmissions, though.

Correct. Public key cryptography is extremely expensive in 
terms of computing power, so it is just used to exchange a 
one-time use symmetric key (a nonce). The nonce is then 
used as a session key for all the other encryption.
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How TLS Works
Client requests a

secure session, sends info 
about ciphers, and nonce #1 Server agrees on a cipher, 

sends its public key, cert & CA 
information, and nonce #2

Client verifies certificate, sends 
server a pre-session secret 

encrypted with server public key
Server decrypts pre-session 

secret using its own private key

Client computes session key 
using nonce #1, nonce #2, and 

pre-session secret Server computes session key 
using nonce #1, nonce #2, and 

pre-session secret

Client uses session key to tell 
server it’s ready to rock

Server uses session key to tell 
client it, too, is good to go

Actual application data 
exchange starts using 

symmetric session key & HTTP
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High Computational Expense
Client requests a

secure session, sends info 
about ciphers and nonce #1 Server agrees on a cipher, 

sends its public key, cert & CA 
information and nonce #2

Client verifies certificate, sends 
server a pre-session secret 

encrypted with server public key
Server decrypts pre-session 

secret using its own private key

Client computes session key 
using nonce #1, nonce #2, and 

pre-session secret Server computes session key 
using nonce #1, nonce #2, and 

pre-session secret

Client uses session key to tell 
server it’s ready to rock

Server uses session key to tell 
client it, too, is good to go

Actual application data 
exchange starts using 

symmetric session key & HTTP
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Who, exactly, cares 
about trust at the 
infrastructure level?
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Who Cares About vSphere Certificates?
Three Main Populations with Differing Motives

Infrastructure Admins

They know network encryption is a 
good thing on its own

“NOT SECURE” can be a hint that 
something is wrong or 
misconfigured

Understand that padlocks & green 
status bars do not mean a system 
is secure

Have a lot to worry about beyond 
certificates, with limited lifespan

Infosec/Auditors/PKI

Recommend corporate policy to 
CISO/CIO & audit for compliance

Concerned with risk & “blast 
radius” of compromised crypto 
material

Generally, no direct stake in day -
to-day infrastructure 
administration operations

Generally small understanding of 
vSphere, VMware Cloud, etc.

Organization & Leadership

Cares deeply about risk, will heed 
scary stories from CISO

Wants to pass audits so they can 
keep taking credit cards & getting 
paid (or do health care, or 
generate power, or DoD, etc.)

Generally, has no business 
accessing infrastructure 
management interfaces directly
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to-day infrastructure 
administration operations

Generally smaller understanding of 
vSphere, VMware Cloud, etc.

Organization & Leadership

Cares deeply about risk, will heed 
scary stories from CISO
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Who Cares About vSphere Certificates?
Three Main Populations with Differing Motives

Infrastructure Admins

They know network encryption is a 
good thing on its own

“NOT SECURE” can be a hint that 
something is wrong or 
misconfigured

Understand that padlocks & green 
status bars do not mean a system 
is secure

Have a lot to worry about beyond 
certificates, with limited lifespan

Infosec/Auditors/PKI

Recommend corporate policy to 
CISO/CIO & audit for compliance

Concerned with risk & “blast 
radius” of compromised crypto 
material

Generally, no direct stake in day -
to-day infrastructure 
administration operations

Generally smaller understanding of 
vSphere, VMware Cloud, etc.

Organization & Leadership

Cares deeply about risk, will heed 
scary stories from CISO

Wants to pass audits so they can 
keep taking credit cards & getting 
paid (or do health care, or 
generate power, or DoD, etc.)

Generally, has no need to access 
infrastructure management 
interfaces directly
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Certificates Inside
VMware Cloud Infrastructure
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VMware Certificate 
Authority (VMCA)
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Old Way: One Certificate Per Service in vSphere 6.x
No Wildcards

vpxd
443/tcp

vmdir
636/tcp

vami-lighttpd
5480/tcp
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Better: vSphere 7 Reverse Proxy Makes Life Easier
Still No Wildcards

443/tcp

5480/tcp

etc.

vpxd

vami-lighttpd

Reverse Proxy
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The Virtualization Admin Establishes Trust
Encryption is Automated; Trust is Not
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VMCA Certificate Management Modes

Fully 
Automated

Hybrid Subordinate 
CA

Fully 
Custom
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Fully Automated
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Let vSphere Manage Its Own Certificates
VMCA Mode: Fully Automated (Default)

Uses the VMCA

No “default” 
certificate, CA 
root generated at 
vCenter Server 
install time
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Change the CA Root Certificate, Put In Your Own Information
VMCA Mode: Fully Automated (Default)

Uses the VMCA

No “default” 
certificate, CA 
root generated at 
vCenter Server 
install time

Root can be 
manually 
regenerated (#4)
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Change the CA Root Certificate, Put In Your Own Information
VMCA Mode: Fully Automated (Default)

Uses the VMCA

No “default” 
certificate, CA 
root generated at 
vCenter Server 
install time

Root can be 
manually 
regenerated (#4)
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Download the VMCA Root CA Certificates
VMCA Mode: Fully Automated (Default)

Uses the VMCA

No “default” 
certificate, CA 
root generated at 
vCenter Server 
install time

Root can be 
manually 
regenerated (#4)

Absolute easiest 
but doesn’t scale 
beyond a few vCs
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Hybrid
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A Trusted Client Certificate with Full Automation
VMCA Mode: Hybrid

Replace the 
vSphere Client 
certificate

Can be done to 
any of the 
deployment 
models

Still doesn’t scale 
very well

Can use CLI (#1)
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vSphere 7 Adds Nicer GUI Options
VMCA Mode: Hybrid

Same as fully 
automated, 
except you 
replace the 
vSphere Client 
“machine 
certificate”

Still doesn’t scale 
very well

Can use CLI

Can use GUI



©  2023 VMware, Inc. 36

vCenter Server 7 Adds APIs
VMCA Mode: Hybrid

Same as fully 
automated, 
except you 
replace the 
vSphere Client 
“machine 
certificate”

Still doesn’t scale 
very well

Can use CLI

Can use GUI

Can use API
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Tips For Using vSphere APIs to Replace Certificates
Little hints go a long way!

1. The specification is at:

https://developer.vmware.com/apis/vsphere-
automation/latest/vcenter/certificate_ management/

2. Shell escapes for special characters will be your biggest enemy. API Explorer may not 
do it right for you because it doesn’t know where you’re pasting the example.

3. Use awk to turn the linefeeds into \n for the spec.
Be careful not to remove the spaces in the -----BEGIN CERTIFICATE----- parts.

awk -vORS= '\n' '1' file.pem

4. Get the session ID & sample from the API explorer but be careful with those because 
anyone with those is “you” according to vSphere. Don’t check them into Git.

5. Make sure you’re using good certificates, take snapshots of vCenter Server, test.

https://developer.vmware.com/apis/vsphere-automation/latest/vcenter/certificate_management/
https://developer.vmware.com/apis/vsphere-automation/latest/vcenter/certificate_management/
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Subordinate CA
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VMCA: Subordinate CA
Solving the scaling problem for large numbers of vSphere clusters

Set up using CLI 
(#2)

Solves scaling 
issues (trust one 
CA, not 200)

Enterprise PKI 
folks dislike it 
(“blast radius”)

…so use your own 
CA or have 
enterprise PKI 
build you one!
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Fully Custom
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VMCA: Fully Custom
Replace automation with humans or bespoke automation

Add CA root to 
trusted roots 
(follow docs or 
just do it as part 
of replacing the 
machine cert)
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VMCA: Fully Custom
Replace automation with humans or bespoke automation

Add CA root to 
trusted roots 
(follow docs or 
just do it as part 
of replacing the 
machine cert)

Replace ESXi 
certificates (shell, 
vifs, HTTPS PUT)

Restart the host

Reconnect the 
host
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VMCA: Fully Custom
vSAN is trickier because it needs to operate independently
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ADDITIONAL RESOURCES

Managing vSphere 
Certificates with PowerCLI
https://blogs.vmware.com/PowerCLI/2022/02/manag
ing-vsphere-certificates-with-powercli.html
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General Thoughts on Getting Started

Nested ESXi 
for testing

Snapshots & 
backups

Linux helps 
(WSL2!)

Build your own 
CA for testing
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Build your own Certificate Authority
Great for testing and learning

1. Excellent Introduction:

https://jamielinux.com/docs/openssl-certificate-authority/introduction.html

2. How do I create a CSR with a Subject Alternate Name?

openssl req -config intermediate/openssl.cnf -key intermediate/private/$1.key.pem –
new \
-subj "/C=US/ST=Minnesota/L=Lake Wobegon/O=FCoTR Alliance/OU=R&D/CN=$1" 
\
-addext "subjectAltName = DNS:$1" \
-sha256 -out intermediate/csr/$1.csr.pem

(where $1 is a variable that contains the FQDN)

https://jamielinux.com/docs/openssl-certificate-authority/introduction.html
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Resources
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Sign Up For VMware Security Advisory (VMSA) Email
https://www.vmware.com/security/advisories.html

VMSAs emailed 
the moment 
they are 
published

Just VMSAs;
no marketing

Know before 
your Infosec 
people ask!
Prevention is a 
matter of time
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ADDITIONAL RESOURCES

VMware Cloud Infrastructure
Security Configuration Guides
https://via.vmw.com/scg
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core.vmware.com
Security & Compliance Resources for VMware Cloud Infrastructure
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Questions & Answers
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ADDITIONAL RESOURCES

vSphere Certificate 
Questions & Answers (FAQ)
https://via.vmw.com/cert-faq
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