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Disclaimer

This document is intended to provide general guidance for organizations that are 
considering VMware solutions. The information contained in this document is for 
educational and informational purposes only. This document is not intended to provide 
advice and is provided “AS IS.” 

VMware makes no claims, promises, or guarantees about the accuracy, completeness, or 
adequacy of the information contained herein.

Organizations should engage appropriate legal, business, technical, and audit expertise 
within their specific organization for review of requirements and effectiveness of 
implementations.
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Agenda Data-at-Rest Encryption Features
Features and concepts

Introduction to Native Key Provider
KEKs, KDKs, DEKs, and more

Resources
Links to Cloud Infrastructure security materials

Questions + Answers
Real questions with real answers
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Data-at-Rest 
Encryption Features
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Data-at-Rest 
Encryption in 
vSphere

vTPM
Virtual Trusted Platform Module (TPM), 
presenting a TPM 2.0 compatible device to the 
guest. Requires VM Encryption.

VM Encryption
Encrypts virtual machines on the storage they 
have. Can be everything or selective, choosing 
configuration files and/or individual VMDKs.

vSAN Encryption
Encryption for entire vSAN datastores, 
seamlessly underneath VMs. Can be used by 
itself or in conjunction with VM Encryption.
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Your choice of 
Key Providers

Native Key Provider
vSphere and VMware Cloud on AWS can take 
advantage of the built-in Native Key Provider 
functionality, making it easy to start encrypting.

Standard Key Provider
vSphere can connect to a traditional Key 
Management System (KMS) that will store and 
manage encryption keys.

Trusted Key Provider
vSphere Trust Authority allows organizations to 
establish a Trusted Computing Base and 
continuously attest their infrastructure security.
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Key Encryption Key vs. Data Encryption Key
VM Encryption in vSphere

Virtual Machine

Protected with Data Encryption Key
Key Management Service or

Native Key Provider

Data Encryption Key

Encrypted with Key Encryption Key
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Using Built-in Key Management from Native Key Provider (NKP)
Native Key Provider in vSphere

Considerations
Only serves vSphere clusters

Hosts will have Key Derivation 
Keys on them (but can use TPM)

Hosts must be inside a cluster 
object in vCenter Server

Benefits
Extremely easy to enable VM & 
vSAN encryption, and vTPM

Helps prevent writing in clear to 
SSD, NVMe, flash devices

Flexible, can convert to & from 
other key providers (shallow rekey)
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How VM Encryption & vTPM Work with Native Key Provider
Native Key Provider in vSphere

vCenter Server

Key 
Derivation

Key

ESXiESXiESXi

Data
Encryption

Key
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Demo: Configuring NKP
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Demo: Adding a vTPM
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Bad name! Avoid a possible 
name collision by using a more 

unique name.
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Should you check this?!
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The key file will have the name 
of the key provider. 

Protect it well!
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Important: Configure & Secure vCenter Server Backups!
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One NKP instance for everything?
OR

Individual NKP instances?
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Other Design Considerations for Native Key Provider

Not a KMS
Different functionality, 
different guarantees

Rekey Differences
Cannot rekey during 
migration or cloning

Keys are Local
If the host is stolen the 
data can be accessed
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Which Key Provider Should You Choose?
Native Key Provider vs. Standard Key Provider

Native Key Provider Standard Key Provider

Included in all VMware vSphere 7+ licenses Requires a third-party Key Management 
System that permits KMIP connectivity
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Which Key Provider Should You Choose?
Native Key Provider vs. Standard Key Provider

Native Key Provider Standard Key Provider

Included in all VMware vSphere 7+ licenses Requires a third-party Key Management 
System that permits KMIP connectivity

Only serves VMware vSphere Potential to connect other devices & systems
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vCenter Server hosted inside the cluster

Requires design effort to mitigate 
dependencies and loops
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Which Key Provider Should You Choose?
Native Key Provider vs. Standard Key Provider

Native Key Provider Standard Key Provider

Included in all VMware vSphere 7+ licenses Requires a third-party Key Management 
System that permits KMIP connectivity

Only serves VMware vSphere Potential to connect other devices & systems

Works with vSAN, VM Encryption, and vTPM Works with vSAN, VM Encryption, and vTPM

Designed to avoid dependency loops with 
vCenter Server hosted inside the cluster

Requires design effort to mitigate 
dependencies and loops

All hosts participate & can decrypt directly VM Encryption proxied via vCenter Server
vSAN Encryption speaks directly to KMS

Cannot rotate keys while cloning VMs Can rotate keys while cloning

Stores decryption keys (KDK) on hosts KEKs only cached in host memory

If the attacker steals an NKP-
enabled host, they can start an 

encrypted workload and/or 
access encrypted vSAN datastores
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Which Key Provider Should You Choose?
Native Key Provider vs. Standard Key Provider

Native Key Provider Standard Key Provider

Included in all VMware vSphere 7+ licenses Requires a third-party Key Management 
System that permits KMIP connectivity

Only serves VMware vSphere Potential to connect other devices & systems

Works with vSAN, VM Encryption, and vTPM Works with vSAN, VM Encryption, and vTPM

Designed to avoid dependency loops with 
vCenter Server hosted inside the cluster

Requires design effort to mitigate 
dependencies and loops

All hosts participate & can decrypt directly VM Encryption proxied via vCenter Server
vSAN Encryption speaks directly to KMS

Cannot rotate keys while cloning VMs Can rotate keys while cloning

Stores decryption keys (KDK) on hosts KEKs only cached in host memory

If the host loses power, it will lose
all cached KEKs, and will need to
connect to the KMS again at boot
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“Can’t you do something about that?!”

X
What about 

system 
hardening?!

X
We can’t have 

a network 
dependency!

X
We’ll add a 

TPM!

X
We’ll put 

vCenter Server 
in a central DC!

X
The feature 
needs to be 
enhanced!
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Recap: Native Key Provider
Best Practices & Design Ideas for Native Key Provider in vSphere

Lose the keys, lose your 
data: save the backup key

Can export & import keys 
between vCenter Servers for 
replication and other needs

Choose the Key Provider 
name well, you may need to 
import it elsewhere

Secure vCenter Server file -
based backup & restore

Mind the physical security of 
your hosts!
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Resources
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Sign Up For VMware Security Advisory (VMSA) Email
https://www.vmware.com/security/advisories.html

VMSAs emailed 
the moment 
they are 
published

Just VMSAs;
no marketing

Know before 
your Infosec 
people ask!

Prevention is a 
matter of time
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ADDITIONAL RESOURCES

VMware Cloud Infrastructure
Security Configuration Guides

https://via.vmw.com/scg
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core.vmware.com
Security & Compliance Resources for VMware Cloud Infrastructure
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Questions & Answers
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ADDITIONAL RESOURCES

vSphere Native Key Provider 
Questions & Answers (FAQ)

https://via.vmw.com/nkp-faq
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